-----------------------------------------------

This code comes from Bradley D. Brown's Oracle 8i Web Development, Chapter  15

-----------------------------------------------

-----------------------------------------------

profile_rec tusc_util.profile_cur%rowtype :=
            tusc_util.get_profile_info;

-----------------------------------------------

-----------------------------------------------

create table profile 
( user_no          number,          -- Unique id for user
  username         varchar2(50),    -- User’s specified username
  password         varchar2(2000),  -- User’s password (encrypted)
  first_name       varchar2(50),    -- User’s first name
  last_name        varchar2(50),    -- User’s last name
  company          varchar2(50),    -- Company user works for
  flying_club      varchar2(50),    -- Flying club they are member in
  address_1        varchar2(50),    -- First address line
  address_2        varchar2(50),    -- Second address line
  city             varchar2(50),    -- City they live in
  state            varchar2(10),    -- State they live in
  zip              varchar2(10),    -- Zip code for address
  country          varchar2(50),    -- Their country
  mail_flag        varchar2(1),     -- Do we own them an email?
  phone            varchar2(15),    -- User’s phone number
  fax              varchar2(15),    -- User’s fax number
  custnumber       varchar2(10),    -- Cust no in corporate systems
  email            varchar2(50),    -- email address
  email_flag       varchar2(1),     -- Can we send email?
  email_freq       varchar2(1),     -- How often?
  gender           varchar2(1),     -- Gender of user
  age              varchar2(2),     -- Age bracket of user
  hours            varchar2(10),    -- Hours of flying time
  ordercat_flag    varchar2(1),     -- Do we own them a catalog?
  airline_no       number,          -- What is favorite airline?
  plane_no         number,          -- What is favorite plane?
  ics_no           number           -- User id in Commerce Server
);

-----------------------------------------------

-----------------------------------------------

create table airline (
  airline_no  number,
  airline     varchar2(50),
  image_file  varchar2(200));

 create table plane (
  plane_no    number,
  plane       varchar2(50),
  image_file  varchar2(200));

create table pilot_type (
  pilot_type_no  number   ,
  pilot_type  varchar2(50));

create table position (
  position_no  number   ,
  position  varchar2(50));

create table rating (
  rating_no  number   ,
  rating  varchar2(50));

create table user_profile_pilot_type (
  user_no  number   ,
  pilot_type_no  number);

create table user_profile_position (
  user_no  number   ,
  position_no  number);

create table user_profile_rating (
  user_no  number   ,
  rating_no  number);

-----------------------------------------------

-----------------------------------------------

create or replace package tusc_util
as
   cursor profile_cur (in_user_no number, in_orig_user_no varchar2) is
   select profile.*,
          airline.airline airline,
          decode(airline.image_file,NULL, '/IMGS/hom-top-right.jpg',
                 '/IMGS/' || airline.image_file) airline_image,
           plane.plane plane,
           decode(plane.image_file, NULL, '/IMGS/hom-middle-tile.jpg',
                     '/IMGS/' || plane.image_file) plane_image,
           in_orig_user_no funencrypted_user_no
    from   profile, airline, plane
    where  profile.airline_no    = airline.airline_no (+)
    and    profile.plane_no      = plane.plane_no (+)
    and    profile.user_no       = in_user_no;

    profile_rec profile_cur%rowtype;

    function get_profile_info return profile_cur%rowtype;
end;

create or replace package body tusc_util
as
   function get_profile_info return profile_cur%rowtype is
      user_no     owa_cookie.cookie;
      nbt_user_no varchar2(2000);
   begin
      -- Retrieve the cookie
      user_no := owa_cookie.get('user_no');

      -- If the cookie is found, calculate the unencrypted
      -- value of the user id in the cookie
      if user_no.num_vals != 0 then
         nbt_user_no := fundecrypt(user_no.vals(1));
      end if;

      -- Fetch the profile record and return it
      open tusc_util.profile_cur(to_number(nbt_user_no));
      fetch tusc_util.profile_cur into tusc_util.profile_rec;
      close tusc_util.profile_cur;

      return tusc_util.profile_rec;
    end;
 end;

-----------------------------------------------

-----------------------------------------------

create or replace procedure check_logged_in
   (in_url   varchar2    default '/index.html')
as
   user_no  owa_cookie.cookie;
   protocol varchar2(100);
begin
   user_no := owa_cookie.get('user_no');
   htp.htmlopen;
   htp.headopen;
   calc_meta_data;
   if user_no.num_vals != 0 then
      htp.meta('refresh', null, '0;url=' || in_url);
   else
      if owa_util.get_cgi_env('server_port') = '443' then
         protocol := 'https';
      else
        protocol := 'http';
      end if;
      htp.meta('refresh', null, '0;url=' || protocol || 
               '://' || owa_util.get_cgi_env('server_name') ||
               owa_util.get_owa_service_path || 'start_login?in_url=' ||
               in_url);
   end if;
   htp.headclose;
   htp.bodyopen;
   htp.bodyclose;
   htp.htmlclose;
end;

-----------------------------------------------

-----------------------------------------------

create or replace procedure calc_meta_data
   (in_url varchar2 default null)
as
   nbt_url  varchar2(2000) := in_url;
   nbt_meta varchar2(2000);
   dummy    varchar2(2000);
   dummy_no number;
   /* Note that the “tet” tables are generated 
      and maintained by Wisebot */
   cursor meta_cur is
   select distinct phrase
     from tet_keyphrase a,
          tet_url_keyphrase c,
          tet_url_canonical d
    where a.id                = c.keyid
      and c.urlid             = d.id
      and upper(canonical) like upper(nbt_url) || '%'
      and lower(phrase)  not in ('none', 'color', 'text-decoration')
    order by length(phrase) desc;
begin
  -- If a URL wasn’t passed to this routine, figure out who
  -- called the routine to build data about that routine
  if in_url is null then
     owa_util.who_called_me(dummy,nbt_url, dummy_no, dummy);
  end if;

  nbt_url := 'http://' || owa_util.get_cgi_env('server_name') ||
              owa_util.get_owa_service_path || nbt_url;

  for meta_rec in meta_cur loop
      nbt_meta := nbt_meta || meta_rec.phrase || '; ';
  end loop;

  htp.meta(null, 'keywords', lower(nbt_meta));
end;

-----------------------------------------------

-----------------------------------------------

create or replace procedure start_login
   (in_url       varchar2 default '/index.html',
    in_type      varchar2 default 'e',
    in_target    varchar2 default '_top')
as
   nbt_url       varchar2(2000) := in_url;
begin
   htp.htmlopen;
   htp.headopen;
   calc_meta_data;
   -- Check to see if this is an actual first time login or
   -- post account creation login, meaning that the user was 
   -- on the login page, clicked to create a new account,
   -- created the new account and are now back to login after
   -- their account was created.
   if in_type = 'n' then
      htp.title( 'Post Account Creation Login');
   else
      htp.title( 'Login');
   end if;
   htp.headclose;
   -- Change the background based on the login type
   if in_type = 'n' then
      htp.bodyopen('/imgs/lgn-bg-tile4.jpg',  
                   cattributes => ' vlink="#ffffff"' );
   else
      htp.bodyopen('/imgs/lgn-bg-tile.jpg',  
                   cattributes => ' vlink="#ffffff"' );
   end if;
   htp.centeropen;
   -- If this was a post account creation, we need to let them 
   -- know their account was saved so they don’t get confused
   -- about why they are back here again.
   if in_type = 'n' then
      htp.img('/imgs/lgn-yps-b.gif', 
              calt => 'Your profile has been saved.');
   end if;
   htp.br;
   htp.print( htf.fontopen( csize => '3' ) || 
              'Please enter your username and password' || 
              htf.fontclose );
   htp.formopen( curl => 'login', cmethod => 'post', 
                 cattributes => ' name="login"');
   htp.formhidden('in_url', nbt_url);
   htp.formhidden('in_target', in_target);
   htp.tableopen( cattributes => ' border="0" width="45%"' );
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '3' ) || 
                  'username:' || htf.fontclose, 
                   cattributes => ' width="25%"');
   htp.tabledata( '<div align="center">' ||
                  htf.formtext( cname => 'in_username', 
                  csize => '30') ||
                  '</div>', cattributes => ' width="45%"');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '3' ) || 
                 'password:' || htf.fontclose, 
                  cattributes => ' width="25%"');
   htp.tabledata( '<div align="center">' ||
                  htf.formpassword( cname => 'in_password', 
                  csize => '30') ||
                  '</div>', cattributes => ' width="45%"');
   htp.tablerowclose;
   if in_type != 'n' then
      htp.tablerowopen;
      htp.tabledata( htf.anchor2( owa_util.get_owa_service_path ||
         'home_edit?in_type=n&in_url=' || 
         nbt_url, htf.img( '/imgs/lgn-cnp.gif', 
         calt => 'Create new profile', 
         cattributes => 'border="0"'), 
         ctarget => 'home', 
         cattributes => 'window.status = "create new login"'),
         ccolspan => '2', calign => 'center');
      htp.tablerowclose;
   end if;
   htp.tableclose;
   htp.formcheckbox( cname => 'in_save_password', cvalue => 'y');
   htp.print( htf.fontopen( csize => '3' ) || 
              'Save password in browser' || htf.fontclose);
   htp.br;
   htp.formcheckbox( cname => 'in_send_password', cvalue => 'n');
   htp.print( htf.fontopen( csize => '3' ) || 
          'I forgot my password, please send it to me' || 
          htf.fontclose);
   htp.para;
   htp.formsubmit( cvalue => 'submit');
   htp.centerclose;
   htp.formclose;
   htp.bodyclose;
   htp.htmlclose;
end;

-----------------------------------------------

-----------------------------------------------

create or replace procedure login
   (in_user_no         varchar2 default null,
    in_username        varchar2 default null,
    in_password        varchar2 default null,
    in_save_password   varchar2 default null,
    in_send_password   varchar2 default null,
    in_url             varchar2 default '/index.html',
    in_target          varchar2 default '_top')
as
   cursor profile_cur is
   select *
     from profile
    where (username = in_username
      and fundecrypt(password) = in_password)
       or (user_no              = in_user_no);
   profile_rec  profile_cur%rowtype;
   profile_rec2 tusc_util.profile_cur%rowtype;
   expires      date;
begin
   if in_username is null and in_send_password is not null then
      htp.htmlopen;
      htp.headopen;
      calc_meta_data;
      htp.meta('refresh',null,'2;url=start_login');
      htp.headclose;
      htp.bodyopen('/imgs/lgn-bg-tile.jpg',
                   cattributes => ' bgcolor="#ffffff"' );
      htp.print('Please enter your username and try again.');
      start_login;
      htp.bodyclose;
      htp.htmlclose;
   else
      if  in_username      is not null 
      and in_password      is     null 
      and in_send_password is not null then
         send_password(in_username);
      else
         open profile_cur;
         fetch profile_cur into profile_rec;
         if profile_cur%notfound then
            htp.htmlopen;
            htp.headopen;
            calc_meta_data;
            htp.title( 'Login');
            htp.headclose;
            htp.bodyopen('/imgs/lgn-bg-tile.jpg',
                         cattributes => ' bgcolor="#ffffff"' );
            htp.tableopen(cborder => '0', 
                          cattributes => 'width="629" height=165"');
            htp.tablerowopen;
            htp.tabledata( htf.img('/imgs/lgn-iun.jpg'), 
                           calign => 'middle', 
                           cattributes => 'valign="middle"');
            htp.tablerowclose;
            htp.tableclose;
            start_login;
            htp.bodyclose;
            htp.htmlclose;
         else
            if in_save_password is null then
               expires := null;
            else
               expires := sysdate+365;
            end if;
            owa_util.mime_header ('text/html',false);
            owa_cookie.send('user_no',
                            funencrypt(profile_rec.user_no),
                            expires);
            owa_util.http_header_close;
            profile_rec2 := tusc_util.get_profile_info;
            -- After setting the cookie, try to read it now
            -- if it’s not set, cookie wasn’t accepted.
            if profile_rec2.user_no is null then
               htp.comment('Cookie not accepted');
            end if;
            htp.htmlopen;
            htp.headopen;
            calc_meta_data;
            htp.meta('refresh',null,'2;url='||in_url ||
                     ';target='||in_target ||' ');
            htp.headclose;
            htp.bodyopen(profile_rec2.plane_image);
            htp.center(
               htf.header(1, 'Please wait... login in progress'));
            htp.bodyclose;
            htp.htmlclose;
         end if;
      end if;
   end if;
end;

-----------------------------------------------

-----------------------------------------------

create or replace procedure edit_profile
   (in_type                varchar2 default 'n',
    in_user_no             varchar2 default null,
    in_username            varchar2 default null,
    in_password            varchar2 default null,
    in_url                 varchar2 default '/index.html')
as
   nbt_username varchar2(2000);
   cursor profile_cur is
   select *
     from profile
    where (username            = in_username
      and fundecrypt(password) = in_password)
       or (user_no  = fundecrypt(in_user_no));
   profile_rec profile_cur%rowtype;

   -- note how we build our select list containing selected and 
   -- non selected items with the selected items at the top.
   cursor airline_cur is
   select airline_no, airline, 'selected' selected
     from airline
    where airline_no = nvl(profile_rec.airline_no, -1)
   union
   select airline_no, airline, null selected
     from airline
    where airline_no != nvl(profile_rec.airline_no, -1);

   cursor position_cur is
   select x.position_no, x.position,
          decode(y.user_no, null, null, 'checked') checked
     from position x, user_profile_position y
    where x.position_no = y.position_no (+)
      and y.user_no (+) = fundecrypt(in_user_no);

   cursor rating_cur is
   select x.rating_no, x.rating,
          decode(y.user_no, null, null, 'checked') checked
     from rating x, user_profile_rating y
    where x.rating_no   = y.rating_no (+)
      and y.user_no (+) = fundecrypt(in_user_no);

   cursor flight_time_cur is
   select x.flight_time_no, x.flight_time,
          decode(y.user_no, null, null, 'checked') checked
     from flight_time x, user_profile_flight_time y
    where x.flight_time_no = y.flight_time_no (+)
      and y.user_no (+)    = fundecrypt(in_user_no);

   cursor pilot_type_cur is
   select x.pilot_type_no, x.pilot_type,
          decode(y.user_no, null, null, 'checked') checked
     from pilot_type x, user_profile_pilot_type y
    where x.pilot_type_no = y.pilot_type_no (+)
      and y.user_no (+)   = fundecrypt(in_user_no);

   cursor plane_cur is
   select plane_no, plane, 'selected' selected
     from plane
    where plane_no = nvl(profile_rec.plane_no, -1)
   union
   select plane_no, plane, null selected
     from plane
    where plane_no != nvl(profile_rec.plane_no, -1);
begin
   -- If we are attempting to edit an existing account, then
   -- we need to get the account information.
   if in_type = 'e' then
      open  profile_cur;
      fetch profile_cur into profile_rec;
      if profile_cur%notfound then
         htp.centeropen;
         htp.print('*** Unknown User ***');
         htp.centerclose;
      end if;
   end if;
   htp.htmlopen;
   htp.headopen;
   calc_meta_data;
   htp.title( 'TUSC User Profile Maintenance');

   -- JavaScript to check the user fields
   htp.print( '<script language="javascript">');
   htp.print( 'function alertuser( name, passwd, vpasswd ){');
   htp.print( '   // check the form');
   htp.print( '   founderror = false;');
   htp.print( '   if (isempty(name)) {');
   htp.print( '      alert("please enter a username. thank you.");');
   htp.print( '      document.profile.in_username.focus();');
   htp.print( '      founderror = true;');
   htp.print( '   }');
   htp.print( '   if (top.indexcenter.home.hidden.document.profile.'||
              'in_unique.value == ''n'') {');
   htp.print( '      alert("Username is already in use,'||
                           'please pick a new username." );');
   htp.print( '      document.profile.in_username.focus();');
   htp.print( '      founderror = true;');
   htp.print( '   }');
   htp.print( '   if (isempty(passwd)) {');
   htp.print( '      alert("Please enter a password. thank you.");');
   htp.print( '      document.profile.in_password.focus();');
   htp.print( '      founderror = true;');
   htp.print( '   }');
   htp.print( '   if (isempty(vpasswd)) {');
   htp.print( '      alert("Please enter password verification. '||
                           'thank you." );');
   htp.print( '      document.profile.in_verify_password.focus();');
   htp.print( '      founderror = true;');
   htp.print( '   }');
   htp.print( '   if (passwd != vpasswd) {');
   htp.print( '      alert("Please correct your password '||
                           'verification. thank you." );');
   htp.print( '      document.profile.in_verify_password.focus();');
   htp.print( '      founderror = true;');
   htp.print( '   }');
   htp.print( '   if (founderror == false)');
   htp.print( '      return true;');
   htp.print( '   else');
   htp.print( '      return false;');
   htp.print( '}');
   htp.print( 'function isempty(inputstr) {');
   htp.print( '   if ( inputstr == null || inputstr == "") {');
   htp.print( '      return true');
   htp.print( '   }');
   htp.print( '   return false');
   htp.print( '}');
   htp.print( '</script>');
   htp.headclose;
   htp.bodyopen( '/imgs/lgn-bg-tile.jpg', 
                 cattributes => ' bgcolor="#ffffff"' );
   htp.formopen( curl => 'save_profile', 
                 cmethod => 'post', 
                 cattributes => 'name="profile" onsubmit = "return ' ||
                 'alertuser(this.in_username.value,
                            this.in_password.' ||
                 'value, this.in_verify_password.value)"');
   htp.formhidden('in_url', in_url);
   htp.para;
   htp.centeropen;
   htp.big( ctext => 'TUSC User Profile' );
   htp.br;
   htp.fontopen( csize => '2');
   htp.anchor2( curl => '/privacy_policy.html', 
                cname => 'priv', 
                ctarget => 'homecenter', 
                ctext => '** Privacy Policy **');
   htp.para;
   htp.print(htf.italic('Fields marked with an ' ||
      'asterisk(*) must be entered.'));
   htp.fontclose;
   htp.formhidden( cname => 'in_type', cvalue => in_type);
   htp.formhidden( cname => 'in_user_no', cvalue => in_user_no);
   htp.formhidden( cname => 'in_position', cvalue => '');
   htp.formhidden( cname => 'in_rating', cvalue => '');
   htp.formhidden( cname => 'in_pilot_type', cvalue => '');
   htp.formhidden( cname => 'in_flight_time', cvalue => '');
   htp.tableopen(  cattributes => 'border="0" width="400"' );
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 'username' || 
       htf.fontclose, calign => 'right', 
       cattributes => 'width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_username', 
      cvalue => profile_rec.username, csize => '25', 
      cattributes => 'onchange=''top.indexcenter.home.hidden.' ||
         'location.href="check_dup_profile?in_username=' ||
         '"+this.value+"&in_orig_username="+' ||
         'this.defaultvalue''') || '  *');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
      'password' || htf.fontclose, calign => 'right', 
      cattributes => ' width="30%"');
   htp.tabledata( htf.formpassword( cname => 'in_password', 
      cvalue => fundecrypt(profile_rec.password), 
      csize => '25') || '  *');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
      'verify password' || htf.fontclose, 
      calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formpassword( cname => 'in_verify_password', 
      cvalue => fundecrypt(profile_rec.password), 
      csize => '25') || '  *');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 'first name' || 
      htf.fontclose, 
       calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_first_name', 
      cvalue => profile_rec.first_name, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||'last name'|| 
      htf.fontclose, calign => 'right', 
      cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_last_name', 
      cvalue => profile_rec.last_name, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||'company'|| 
      htf.fontclose, calign => 'right', 
      cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_company', 
      cvalue => profile_rec.company, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 'address line 1' || 
      htf.fontclose, 
       calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_address_1', 
      cvalue => profile_rec.address_1, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 'address line 2' ||
      htf.fontclose, calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_address_2', 
      cvalue => profile_rec.address_2, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 'city' || 
      htf.fontclose, 
       calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_city', csize => '25', 
      cvalue => profile_rec.city));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 'state/province' ||
      htf.fontclose, 
       calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_state', 
      csize => '15', cvalue => profile_rec.state));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||'zip'|| 
      htf.fontclose, calign => 'right', 
      cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_zip', 
      cvalue => profile_rec.zip, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 'country ' || 
      htf.fontclose, 
       calign => 'right', cattributes => ' width="30%"');
   htp.print('<td>');
   owa_util.listprint('select code, name, decode(''' ||
      profile_rec.country ||
      ''',null,decode(code,''us'',''selected'', null),
      code, ''selected'',null) from sdosjep1.ec_cntry', 
      'in_country', 1);
   htp.print('</td>');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
     'Daytime telephone' || htf.fontclose, 
      calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_phone', 
      cvalue => profile_rec.phone, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
      'Fax number' || htf.fontclose, 
      calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_fax', 
      cvalue => profile_rec.fax, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
      'Customer number' || htf.fontclose, 
      calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_custnumber', 
      cvalue => profile_rec.custnumber, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen( cvalign => 'top' );
   htp.tabledata( htf.fontopen( csize => '2') ||
      'e-mail address' || htf.fontclose, 
      calign => 'right', cattributes => 'width="30%"');
   htp.tabledata( htf.formtext( cname => 'in_email', 
      cvalue => profile_rec.email, csize => '25'));
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
      'Gender'|| htf.fontclose, 
      calign => 'right', cattributes => ' width="30%"');
   htp.tabledata( htf.formselectopen( cname => 'in_gender' ) ||
      htf.formselectoption( 'Male', 
         cselected => decode_it(profile_rec.gender, 
            'm', 'selected', null),
         cattributes => ' value="m"') ||
      htf.formselectoption( 'female', 
         cselected =>decode_it(profile_rec.gender, 
            'f', 'selected', null),
         cattributes => ' value="f"') ||
      htf.formselectclose);
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
      'Age'|| htf.fontclose, calign => 'right', 
      cattributes => ' width="30%"');
   htp.tabledata( htf.formselectopen( cname => 'in_age' ) ||
      htf.formselectoption( '10-20', 
         cselected => decode_it(profile_rec.age, 
            '1', 'selected', null), 
         cattributes => ' value="1"') ||
      htf.formselectoption( '20-30', 
         cselected => decode_it(profile_rec.age, 
            '2', 'selected', null), 
         cattributes => ' value="2"') ||
      htf.formselectoption( '31-40', 
         cselected => decode_it(profile_rec.age, 
            '3', 'selected', null), 
         cattributes => ' value="3"') ||
      htf.formselectoption( '41-50', 
         cselected => decode_it(profile_rec.age, 
            '4', 'selected', null), 
         cattributes => ' value="4"') ||
       htf.formselectoption( '51-60', 
         cselected => decode_it(profile_rec.age, 
            '5', 'selected', null), 
         cattributes => ' value="5"') ||
       htf.formselectoption( '61+', 
         cselected => decode_it(profile_rec.age, 
            '6', 'selected', null), 
         cattributes => ' value="6"') ||
       htf.formselectclose);
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') || 
      'Please check all that apply:' || htf.fontclose, 
      calign => 'middle', ccolspan => '2', 
      cattributes => ' width="30%"');
   htp.tablerowclose;
   htp.tableclose;
   htp.tableopen(cattributes => 'border="0", width="500"');
   htp.tablerowopen(cvalign=>'top');
   htp.print('<td width=33%>' || htf.para || 
      htf.fontopen( csize => '2') || 'Are you a licensed pilot?' || 
      htf.fontclose || htf.br);
   for pilot_type_rec in pilot_type_cur loop
      htp.formcheckbox( cname => 'in_pilot_type', 
         cvalue => pilot_type_rec.pilot_type_no, 
         cchecked => pilot_type_rec.checked);
      htp.print (htf.fontopen( csize => '2') || 
         pilot_type_rec.pilot_type || htf.fontclose || htf.br);
   end loop;
   htp.para;
   htp.print(htf.fontopen( csize => '2') || 
      'Flight time' || htf.fontclose || htf.br);
   for flight_time_rec in flight_time_cur loop
      htp.formcheckbox( cname => 'in_flight_time', 
         cvalue => flight_time_rec.flight_time_no, 
         cchecked => flight_time_rec.checked);
      htp.print (htf.fontopen( csize => '2') || 
         flight_time_rec.flight_time || htf.fontclose || htf.br);
   end loop;
   htp.print( '<font size=2>tt hours</font>');
   htp.formtext( cname => 'in_hours', 
      csize => '5', cvalue =>profile_rec.hours);
   htp.print('</td>');
   htp.print('<td width=33%>' || htf.para || 
      htf.fontopen( csize => '2') || 
      'Are you an aviation professional?' || htf.fontclose || htf.br);
   for position_rec in position_cur loop
      htp.formcheckbox( cname => 'in_position', 
         cvalue => position_rec.position_no, 
         cchecked => position_rec.checked);
      htp.print (htf.fontopen( csize => '2') || 
         position_rec.position || htf.fontclose || htf.br);
   end loop;
   htp.print('</td>');
   htp.print('<td width=33%>' || htf.para || 
             htf.fontopen( csize => '2') || 'ratings' || 
             htf.fontclose || htf.br);
   for rating_rec in rating_cur loop
      htp.formcheckbox( cname => 'in_rating', 
         cvalue => rating_rec.rating_no, 
         cchecked => rating_rec.checked);
      htp.print (htf.fontopen( csize => '2') || 
         rating_rec.rating || htf.fontclose || htf.br);
   end loop;
   htp.print('</td>');
   htp.tablerowclose;
   htp.tableclose;
   htp.tableopen( cattributes => 'border="0"');
   htp.tablerowopen;
   htp.tabledata(
      htf.anchor2(curl => 'send_me_acat', 
                  cname => 'in_ordercat', ctarget => 'homecenter', 
                  ctext => '** Send me a tusc catalog **'), 
      cattributes => 'colspan=2', calign => 'center');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize =>'2') ||
      'Customize your browser...'|| htf.fontclose, 
      calign => 'left', ccolspan => '2');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
       'Airline of choice'|| htf.fontclose, calign => 'right');
   htp.print('<td>');
   htp.formselectopen( cname => 'in_airline' );
   for airline_rec in airline_cur loop
      htp.formselectoption(
         airline_rec.airline, cselected => airline_rec.selected, 
         cattributes => 'value="' || airline_rec.airline_no || '"');
   end loop;
   htp.formselectclose;
   htp.print('</td>');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata( htf.fontopen( csize => '2') ||
      'Favorite plane' || htf.fontclose, calign => 'right', 
      cattributes => ' width="35%"');
   htp.print('<td>');
   htp.formselectopen( cname => 'in_plane' );
   for plane_rec in plane_cur loop
      htp.formselectoption(
        plane_rec.plane, cselected => plane_rec.selected, 
        cattributes => 'value="' || plane_rec.plane_no || '"');
   end loop;
   htp.formselectclose;
   htp.print('</td>');
   htp.tablerowclose;
   htp.tablerowopen;
   htp.tabledata;
   htp.tabledata(htf.formsubmit( cvalue => 'submit'));
   htp.tablerowclose;
   htp.tableclose;
   htp.formclose;
   htp.centerclose;

   htp.print('<script language=javascript>');
   htp.print('top.indexcenter.home.hidden.location.href=' ||
             '"check_dup_profile?in_username="+' ||
             'document.profile.in_username.value+' ||
             '"&in_orig_username="+' ||
             'document.profile.in_username.defaultvalue;');
   htp.print( '</script>');
   htp.bodyclose;
   htp.htmlclose;
end;

-----------------------------------------------

-----------------------------------------------

create or replace function decode_it
   (in_column     varchar2,
    in_condition1 varchar2,
    in_result1    varchar2,
    in_else1      varchar2)
return varchar2
is
begin
   if in_column = in_condition1 then
      return in_result1;
   else
      return in_else1;
   end if;
end;

-----------------------------------------------

-----------------------------------------------

nValue := to_number(decode_it(to_char(profile_rec.age),
                              '10', '100',
                              '1');

-----------------------------------------------

-----------------------------------------------

create or replace procedure check_dup_profile
   (in_username             varchar2,
    in_orig_username        varchar2)
as
   cursor profile_cur is
   select *
     from profile
    where username = in_username;
   profile_rec profile_cur%rowtype;
begin
   open profile_cur;
   fetch profile_cur into profile_rec;
   if profile_cur%notfound or in_username = in_orig_username then
      htp.htmlopen;
      htp.headopen;
      htp.title('Check duplicate profile');
      htp.headclose;
      htp.bodyopen;
      htp.print('Profile ' || in_username || ' is unique');
      htp.formopen('#', cattributes => 'name=profile');
      htp.formhidden('in_unique', 'y');
      htp.formclose;
      htp.bodyclose;
      htp.htmlclose;
   else
      htp.htmlopen;
      htp.headopen;
      htp.title('Check duplicate profile');
      htp.print('<script language=javascript>');
      htp.print('alert ("This username is already used, please ' ||
                'select another username.");');
      htp.print('top.indexcenter.home.homecenter.document. ' ||
                'profile.in_username.focus()');
      htp.print('</script>');
      htp.headclose;
      htp.bodyopen;
      htp.print('Profile ' || in_username || ' is not unique');
      htp.formopen('#', cattributes => 'name=profile');
      htp.formhidden('in_unique', 'n');
      htp.formclose;
      htp.bodyclose;
      htp.htmlclose;
   end if;
   close profile_cur;
end;

-----------------------------------------------

-----------------------------------------------

create or replace procedure save_profile
   (in_type                varchar2    default null,
    in_user_no             varchar2    default null,
    in_username            varchar2    default null,
    in_password            varchar2    default null,
    in_verify_password     varchar2    default null,
    in_first_name          varchar2    default null,
    in_last_name           varchar2    default null,
    in_company             varchar2    default null,
    in_flying_club         varchar2    default null,
    in_address_1           varchar2    default null,
    in_address_2           varchar2    default null,
    in_city                varchar2    default null,
    in_state               varchar2    default null,
    in_zip                 varchar2    default null,
    in_country             varchar2    default null,
    in_mail_flag           varchar2    default null,
    in_phone               varchar2    default null,
    in_fax                 varchar2    default null,
    in_custnumber          varchar2    default null,
    in_email               varchar2    default null,
    in_email_flag          varchar2    default 'n',
    in_email_freq          varchar2    default 'n',
    in_gender              varchar2    default null,
    in_age                 varchar2    default null,
    in_position            owa_util.ident_arr,
    in_rating              owa_util.ident_arr,
    in_flight_time         owa_util.ident_arr,
    in_pilot_type          owa_util.ident_arr,
    in_hours               varchar2    default null,
    in_ordercat_flag       varchar2    default null,
    in_airline             varchar2    default null,
    in_plane               varchar2    default null,
    in_url                 varchar2    default '/index.html',
    in_target              varchar2    default '_top')
is
   nbt_user_no          number(10) :=
      to_number(fundecrypt(in_user_no));
   new_ics_no           number(10);

   -- Mail Parameters
   cr                     varchar2(5);
   mailto                 varchar2(30);
   itbmail_to             varchar2(30);
   itbmail_from           varchar2(30);
   itbmail_smtp_server    varchar2(20);
   itbmail_subject        varchar2(40);
   itbmail_body           varchar2(2000);
   itbmail_url            varchar2(2000);

begin
   if in_type = 'n' then
      -- Get the next user number
      select nvl(max(user_no), 0) + 1
        into nbt_user_no
        from profile;

    -- Create the profile record
    insert into profile
       (user_no, username, password, first_name, 
        last_name, company, flying_club, address_1, 
        address_2, city, state, zip, country,
        mail_flag, phone, fax, custnumber, email, 
        email_flag, email_freq, gender, age, hours, 
        ordercat_flag, airline_no, plane_no, ics_no)
    values
       (nbt_user_no, in_username, 
        funencrypt(in_password), in_first_name,
        in_last_name,in_company, in_flying_club, in_address_1, 
        in_address_2, in_city,in_state, in_zip, in_country,
        in_mail_flag, in_phone, in_fax, in_custnumber, in_email, 
        in_email_flag, in_email_freq, in_gender, in_age, in_hours,
        in_ordercat_flag,in_airline,in_plane, new_ics_no);
   else
     update profile
     set    username       = in_username,
            password       = funencrypt(in_password),
            first_name     = in_first_name,
            last_name      = in_last_name,
            company        = in_company,
            flying_club    = in_flying_club,
            address_1      = in_address_1,
            address_2      = in_address_2,
            city           = in_city,
            state          = in_state,
            zip            = in_zip,
            country        = in_country,
            mail_flag      = in_mail_flag,
            phone          = in_phone,
            fax            = in_fax,
            custnumber     = in_custnumber,
            email          = in_email,
            email_flag     = in_email_flag,
            email_freq     = in_email_freq,
            gender         = in_gender,
            age            = in_age,
            hours          = in_hours,
            airline_no     = in_airline,
            plane_no       = in_plane
            where user_no  = fundecrypt(in_user_no);
   end if;

   -- It’s easier to delete and recreate these recocrds
   delete user_profile_position
    where user_no = nbt_user_no;

   for x in 1 .. in_position.count loop
      insert into user_profile_position
         (user_no, position_no)
      values
         (nbt_user_no, in_position(x));
   end loop;

   delete user_profile_rating
    where user_no = nbt_user_no;
   for x in 1 .. in_rating.count loop
      insert into user_profile_rating
         (user_no, rating_no)
      values
         (nbt_user_no, in_rating(x));
   end loop;

   delete user_profile_flight_time
    where user_no = nbt_user_no;
   for x in 1 .. in_flight_time.count loop
      insert into user_profile_flight_time
         (user_no, flight_time_no)
      values
         (nbt_user_no, in_flight_time(x));
   end loop;

   delete user_profile_pilot_type
    where user_no = nbt_user_no;
   for x in 1 .. in_pilot_type.count loop
      insert into user_profile_pilot_type
         (user_no, pilot_type_no)
      values
         (nbt_user_no, in_pilot_type(x));
   end loop;

   -- If this is a new profile record, ask the user to log
   -- in using their new username and password now
   if in_type = 'n' then
      start_login (in_url, in_type);
   else
      htp.htmlopen;
      htp.headopen;
      calc_meta_data;
      htp.meta('refresh', null, '0;url=' || in_url ||
               ';target=' || in_target);
      htp.headclose;
      htp.bodyopen;
      htp.bodyclose;
      htp.htmlclose;
   end if;
end;

-----------------------------------------------

-----------------------------------------------

create or replace procedure send_password
   (in_username       varchar2,
    in_email          varchar2 default null)
is
   cursor profile_cur is
   select *
     from profile
    where username = in_username;
   profile_rec         profile_cur%rowtype;
   itbmail_url         varchar2(2000);
   nbt_username        varchar2(2000);
begin
   open profile_cur;
   fetch profile_cur into profile_rec;
   if profile_cur%notfound then
      htp.centeropen;
      htp.print('*** This is not a valid username ***');
      htp.centerclose;
   else
      if nvl(profile_rec.email, in_email) is null then
         htp.htmlopen;
         htp.headopen;
         calc_meta_data;
         htp.title( 'Email my tusc profile password');
         htp.headclose;
         htp.bodyopen( '/imgs/lgn-bg-tile.jpg', 
                       cattributes => ' vlink="#ffffff"' );
         htp.para;
         htp.print( '&nbsp; ' );
         htp.para;
         htp.print( '&nbsp; ' );
         htp.br;
         htp.centeropen;
         htp.br;
         htp.fontopen( csize => '3');
         htp.print( 'Your profile does not contain an email ' ||
                    'address.  please enter the email to send ' ||
                    'your password to.' );
         htp.fontclose;
         htp.formopen( curl => 'send_password', cmethod => 'post', 
                       cattributes => ' name="password"');
         htp.tableopen(  cattributes => ' border="0" width="45%"' );
         htp.tablerowopen;
         htp.tabledata( htf.fontopen( csize => '3') ||
                       'username:' ||
         htf.fontclose, cattributes => ' width="25%"');
         htp.tabledata( htf.div( calign => 'left') ||
         htf.formhidden( 'in_username', in_username) || in_username);
         htp.tablerowclose;
         htp.tablerowopen;
         htp.tabledata( htf.fontopen( csize => '3') ||
                        'email address:' ||
         htf.fontclose, cattributes => ' width="25%"');
         htp.tabledata( htf.div( calign => 'center') ||
            htf.formtext( cname => 'in_email', csize => '30') ||
            '</div>', cattributes => ' width="45%"');
         htp.tablerowclose;
         htp.tableclose;
         htp.para;
         htp.formsubmit( cvalue => 'submit');
         htp.formclose;
         htp.centerclose;
         htp.bodyclose;
         htp.htmlclose;
      else
         htp.htmlopen;
         htp.headopen;
         calc_meta_data;
         htp.title( 'Email username and password');
         htp.headclose;
         htp.bodyopen( '/imgs/lgn-bg-tile.jpg', 
                       cattributes => ' bgcolor="#ffffff"' );
         itbmail_url := 'http://' ||
                        owa_util.get_cgi_env('server_name') ||
                        '/java/itbmail?itbmail_to=' || 
                         nvl(profile_rec.email,in_email) ||
                        '&' || 
                        'itbmail_from=web_admin@tusc.com' ||
                        '&' ||
                        'itbmail_smtp_server=mail.co.verio.net' ||
                        '&' || 
                        'itbmail_subject=tusc+profile+password' ||
                        '&' || 'itbmail_body=' ||
                        'Your+password+for+the+tusc+web+site+' ||
                        '(www.tusc.com)+is+' ||
                        replace(fundecrypt(profile_rec.password),
                                ' ', '+');
         htp.print(utl_http.request(itbmail_url));
         htp.br;
         htp.br;
         htp.centeropen;
         htp.header(3, 'Your password has been emailed to ' ||
                    nvl(profile_rec.email,in_email));
         htp.centerclose;
         htp.bodyclose;
         htp.htmlclose;
      end if;
   end if;
end;

-----------------------------------------------

-----------------------------------------------

----------------------------------------------------
-- This procedure validates the user and updates the 
-- web_sessions table if the user is granted access
----------------------------------------------------
procedure provalidateuser
   (vbadge     in varchar2,
    vpassword  in varchar2,
    vpid       in varchar2,
    voperation in varchar2 default null,
    vappname   in varchar2 default null,
    vattrib    in varchar2 default null) 
is
   brevalidate         boolean;
   btest               boolean;
   vtempuser           varchar2(50);
   vtempbadge          varchar2(50);
   vthisprocorfuncname varchar2(30) := 'provalidateuser';
   cursor c_user (p_badge in varchar2) is
   select user_id
     from users
    where user_id = p_badge;

   cursor c_revalidate_user (p_pid in varchar2) is
   select v.user_id, fundecrypt(l.user_id)
     from users v,  web_sessions l
    where v.user_id = fundecrypt(l.user_id)
      and l.pid     = p_pid;
begin
   --validate pid
   if (voperation != 'revalidate') then
      open c_user(vbadge);
      fetch c_user into vtempuser;
      if (c_user%notfound) then
         close c_user;
         proprolog(vpid,null);
         htp.print('<center>');
         htp.print ('Access denied. please try again.');
         htp.print('</center>');
         prostartpage;
         return;
      end if;
      close c_user;
      brevalidate := false;
      vtempbadge := vbadge;
   else
      open c_revalidate_user(vpid);
      fetch c_revalidate_user into vtempuser,vtempbadge;
      close c_revalidate_user;
      brevalidate := true;
   end if;
   if ((not funloginok(vtempuser,vpassword)) or
       (brevalidate)) then
      update web_sessions
         set user_id      =  funencrypt(vtempuser),
             access_level = 'denied',
             active_flag  = 'f'
       where pid          = vpid;
      htp.nl;
      prologin(vappname,'retry');
   else
      update web_sessions
         set user_id      = funencrypt(vtempuser),
             access_level = 'granted'
       where pid          = vpid;
      btest := funcheckcookie(vtempuser);

      ---------------------------------------------------------
      htp.p('<font color=' || vbackgroundcolor || '> </font>');
      ---------------------------------------------------------
      --return to calling package
      if (((voperation = 'login')   and
           (not funchangepw(vpid))) or
          (brevalidate)) then
         htp.htmlopen;
         if (vattrib is not null) then
            htp.p('<meta http-equiv="refresh" content="2;' ||
                  'url=../plsql/' || 'pkglogin'|| '.' ||
                  'prostartpage' || '?vpid=' || vpid || '&' ||
                  vattrib||'">');
         else
            htp.p('<meta http-equiv="refresh" content="2;'||
                  'url=../plsql/' || 'pkglogin'|| '.' ||
                  'prostartpage' || '?vpid=' || vpid || '">');
         end if;
         htp.print('<body bgcolor="'||vbackgroundcolor||'">');
         htp.nl;
         htp.nl;
         htp.nl;
         htp.nl;
         htp.print('<h2><strong><center>authenticating user ' ||
                   'privileges... one moment please... ' ||
                   '</center></strong></h2>');
         htp.print('</body>');
         htp.htmlclose;
      end if;
      if ((funchangepw(vpid)) or
          (voperation='change password')) then
         progetnewpw(vpid,vattrib);
      end if;
   end if;
exception
   when others then
      proshowerror(vthispackagename, vthisprocorfuncname, 0,
                   sqlerrm, 'nothing', true);
end provalidateuser;
 
----------------------------------------------------
-- This function checks the users login for validity
----------------------------------------------------
function funloginok
   (vuser         in varchar2,
    vpassword     in varchar2)
return boolean
is
   bresult                 boolean;
   vtemp                   varchar2(1);
   vthisprocorfuncname     varchar2(30) := 'funloginok';
   cursor c_login(p_user in varchar2, p_pass in varchar2) is
   select '1'
     from users
    where user_id  = p_user
      and p_pass   = fundecrypt(vpassword);
begin
   open c_login (vuser, vpassword);
   fetch c_login into vtemp;
   if (c_login%notfound) then
      bresult := false;
   else
      bresult := true;
   end if;
   close  c_login;
   return bresult;
exception
   when others then
      proshowerror(vthispackagename, vthisprocorfuncname, 0,
                   sqlerrm, 'nothing', true);
end funloginok;

---------------------------------------------------------------------
-- This function is used to funencrypt the userid in the web_sessions
-- table, the password in the users table, the cookie, and other
–- information requiring security
---------------------------------------------------------------------
function funencrypt
   (vstring in varchar2) 
return varchar2 
is
   nseconds          number(3);
   vtranslateto      varchar2(2000);
   vtranslatefrom    varchar2(2000);
   vbyte1            varchar2(1);
   vrandom           varchar2(2000);
   vlength           varchar2(1);
   vtranslateshifted varchar2(2000);
   vfinalstring      varchar2(2000);
   dthedate          date;
begin
   /*
     1. Calc current number of "seconds" (1-60) - e.g. 20
     2. Look at the 20th character of the translation string
     3. Byte #1 = value of 20th byte in translation string (e.g. "x")
     4. Make up 19 characters for bytes 2-19 from random string
     5. Byte #20 - length of string - e.g. 5 bytes, set byte 20 to 
        the character in translation string position 5 - e.g. "b"
     6. Change translation string to substr(ts, seconds) || 
        substr(ts, 1, seconds-1)
     7. Translate string
     8. Byte #21 - 25 - translated string
     9. Bytes #26 - 52 + length of string = more random filler
   */

   nseconds       := to_number(to_char(dthedate,'ss')) + 2;
   vtranslateto   := '0987654321)(*&^%$#@!-_=+\|]}[{pPoOiIuU' ||
                     'yYtTrReEwWqQAasSdDfFgGhHjJkKlL;:''"zZx' ||
                     'cvbnm,./?><M NBVCX`~';
   vtranslatefrom := 'abcdefghijklmnopqrstuvwxyzABCDEFGHIJ' ||
                     'KLMNOPQRSTUVWXYZ1234567890-=!@#$%^&' ||
                     '*()_+[]\{}|;'':",./<> ?~`';
   vbyte1         := substr(vtranslateto,nseconds,1);
   vrandom        :=  '4r98437yriu56r675elgljkhxfcvjk78dfshreoite' ||
                      'jhoi90retgujoitdgjis56dfjlkdfgjlkr''egjrtl' ||
                      'g34ekjroigrtjo787ifcxv34mnfkjenwkjw2543457' ||
                      '5tre89rtu8dutfgdfdlrdjsftgrflkesdroe0tu5te';
   vlength        := substr(vtranslateto,length(vstring),1);
   vtranslateshifted := substr(vtranslateto, nseconds + 1) ||
                               substr(vtranslateto, 1, nseconds);
   vfinalstring := vbyte1 || 
                   substr(vrandom,nseconds,nseconds - 1) || 
                   vlength ||
                   translate(vstring, vtranslatefrom, 
                             vtranslateshifted);
   vfinalstring := vfinalstring ||
                   substr(vrandom, nseconds, length(vfinalstring));
   return vfinalstring;
end funencrypt;

------------------------------------------------------
-- The following function is used to fundecrypt values
------------------------------------------------------
function fundecrypt
   (vstring in varchar2)
return varchar2
is
   noffset           number(3);
   nlength           number(3);
   vtranslateto      varchar2(2000);
   vtranslatefrom    varchar2(2000);
   vtranslateshifted varchar2(2000);
   vfinalstring      varchar2(2000);
   dthedate          date;
begin
   /*
      1. Look at byte 1 ("x"), figure out which position in 
         translation string is equal to "x" - e.g. 20 (equals offset)
      2. Ignore bytes 1-19
      3. Look at byte 20 ("b", figure out which position in 
         translation string is equal to "b" - e.g. 5 (equals
         length of string)
      4. Extract bytes 21 - 25 (5 bytes), ignore everything else
      5. Untranslate string - this is the result
   */
   vtranslatefrom := '0987654321)(*&^%$#@!_=+\|]}[{pPoOiIu' ||
                     'UyYtTrReEwWqQAasSdDfFgGhHjJkKlL;:''"' ||
                     'zZxcvbnm,./?><M NBVCX`~';
   vtranslateto   := 'abcdefghijklmnopqrstuvwxyzABCDEFGHIJ' ||
                     'KLMNOPQRSTUVWXYZ1234567890-=!@#$%^&*' ||
                     '()_+[]\{}|;'':",./<> ?~`';
   noffset        := instr(vtranslatefrom, substr(vstring, 1, 1));
   nlength        := instr(vtranslatefrom, substr(vstring, 
                     noffset + 1, 1));
   vtranslateshifted := substr(vtranslatefrom, noffset + 1) ||
                               substr(vtranslatefrom, 1, noffset);
   vfinalstring   := translate(substr(vstring, noffset + 2, nlength),
                               vtranslateshifted, vtranslateto);
   return vfinalstring;
end fundecrypt;

-----------------------------------------------

-----------------------------------------------

----------------------------------------------------------------
-- This function checks for a cookie on the users machine. If it 
-- does not exist, one is created.
----------------------------------------------------------------
function funcheckcookie
   (vstring in varchar2)
return boolean
is
   kcookie     owa_cookie.cookie;
   knames      owa_cookie.vc_arr;
   kvals       owa_cookie.vc_arr;
   dthedate    date    := sysdate + 10;
   icount      integer := 0;
   nloopcnt    boolean := false;
begin
   owa_cookie.get_all(knames, kvals, icount);
   for i in 1 .. icount loop
      if (kvals(i) = 'user_id' 
      and vstring = fundecrypt(kvals(i))) then
         nloopcnt := true;
         exit;
      end if;
   end loop;
   if nloopcnt then
      owa_util.mime_header('text/html', false);
      owa_cookie.send('user_id', funencrypt(vstring), 
                       dthedate+.5, '/',
                      null, null);
      owa_util.http_header_close;
   end if;
   return true;
end;

---------------------------------------------------------------------
-- This function checks to see that the screen the user is requesting
-- can be viewed by them based on the combination of the cookie on
-- their machine and the ip address stored in the web_sessions table.
---------------------------------------------------------------------
function funisvalid
return boolean
is
   kcookie                   owa_cookie.cookie;
   bresult                   boolean;
   vtemp                     varchar2(1);
   vnamehold                 varchar2(50) := null;
   vexpire_time              number(10)   := 10;
   vthisprocorfuncname       varchar2(30) := 'funisvalid';
   cursor get_user_info(p_user in varchar2, p_addr in varchar2) is
   select 'x'
     from web_sessions
    where user_id              = p_user
      and remote_addr          = p_addr
      and active_flag          = 't'
      and session_expire_time >= sysdate;
begin
   kcookie := owa_cookie.get('user_id');
   if kcookie.num_vals = 0 then
      bresult := false;
   else
      vnamehold := fundecrypt(kcookie.vals(1));
      open get_user_info(vnamehold, 
                         owa_util.get_cgi_env('remote_addr'));
      fetch get_user_info into vtemp;
      if get_user_info%notfound then
         bresult := false;
      else
         update web_sessions
            set session_expire_time = sysdate + vexpiretime,
                session_update_time = sysdate
          where user_id = vnamehold;
         commit;
         bresult := true;
      end if;
      close get_user_info;
   end if;
   return (bresult);
exception
   when others then
      proshowerror(vthispackagename, vthisprocorfuncname, 0,
                   sqlerrm, 'nothing', true);
end funisvalid;

-----------------------------------------------

-----------------------------------------------

// These functions are used for timing to let the person know that 
// their session is about to expire
var bAlertCount = false;
function jsDisplay() {
   nRunTime = nExpTime - nCurrTime;
   if (nRunTime > 60)
      m = parseInt(nRunTime / 60);
   else
      m = 0;
   s = parseInt(nRunTime - (m * 60));
   if (s < 10)
      s = "0" + s
   window.status = "Time Remaining :  "+m+":" + s
   window.setTimeout("jsCheckTime()",1000)
}

function jsSetTimes() {
   var vTime = new Date();
   vHours = vTime.getHours();
   vMins = vTime.getMinutes();
   vSecs = vTime.getSeconds();
   nExpTime = vHours * 3600 + vMins * 60 + vSecs;
   nAlertTime = vHours * 3600 + vMins * 60 + vSecs;
   nExpTime += 1200;  
   /* You can change the value of 1200 according to how much
      time you wish to set the timer. Where 1200 is time in secs 
      (1200 = 20 mins * 60 secs/min). Max time is 60 mins (3600secs)
   */
   /* This is the time variable representing when the alert will
      come up telling them that they need to save
   */
   nAlertTime += 900; 
   jsCheckTime();
}

function jsCheckTime() {
   var vTime = new Date();
   vHours = vTime.getHours();
   vMins = vTime.getMinutes();
   vSecs = vTime.getSeconds();
   nCurrTime = vHours * 3600 + vMins * 60 + vSecs
   if ((nCurrTime >= nAlertTime) && (!bAlertCount))
      jsAlertTime();
   else {
    if (nCurrTime >= nExpTime)
       jsExpired();
    else
       jsDisplay();
    }
}

function jsExpired() {
   alert("Your Session has expired. Please do not make " + 
         "any changes as you will need to login again.");
   location.href = "nextpage.html";  //Put here the next page
   window.status = "Time Remaining :  0:00"
}

function jsAlertTime() {
   alert("Your Session will expire in 5 minutes. " +
         "Please save your work.");
   bAlertCount = true;
   jsDisplay();
   location.href = "nextpage.html";  //Put here the next page
}

-----------------------------------------------

-----------------------------------------------

select fundecrypt(password)
from profile;

-----------------------------------------------

